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Data Security Incidents Spike as Human Error Dominates

The number of data security incidents reported to the UK’s Information
Commissioner’s Office (ICO) jumped 17% between the final three months
of 2017 and the first quarter of 2018, according to new figures. In its last
update before the EU GDPR takes effect, the privacy watchdog revealed a
rise in incident reports from 815 to 957. Although cybersecurity-related
incidents increased by 31% from the previous quarter, the first month-on-
month increase since Q4 2016-17, human error dominated. In fact, over
the 2017-18 financial year, 3325 reports were filed with the ICO, with the
number one breach type “data emailed to incorrect recipient,” (13%)
followed closely behind by “data faxed to wrong recipient” (13%). Also high
was “loss or theft of paperwork” (13%). The healthcare sector accounted
for by far the largest volume of reports (37%), although this figure is likely
to be a result of mandatory reporting rules. After health came “general
business” (11%), education (11%) and local government (10%). Nominet
CTO, Simon McCalla, argued that the rise in reported incidents may be the
result of companies becoming more cautious ahead of the GDPR.



