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This is a weekly publication dedicated to your personal cyber
security. Our newsletter is designed to help the public recognize
and avoid cyber threats while they are online. If you are not a
subscriber, please go to HomeCyberDefense.net to sign up.

Protecting Your Privacy on
Facebook

Facebook deserves a lot of the flack it gets, be it for providing Russian
propaganda with a platform or gradually eroding privacy norms. Still, it
has some genuine usefulness. And while the single best way to keep

your privacy safe on Facebook is to delete your account, taking these
simple steps in the settings is the next best thing.
Remember, it's not just friends of friends you need to think about
hiding from; it's an army of advertisers looking to target you not just on
Facebook itself, but around the web, using Facebook's ad platform. In
the video above and the post below, we'll show you how to deal with
both.
Fine-Tuning Friends
Limiting who can see which of your posts is an easy first step. On a
desktop, go to the little dropdown arrow in the upper-right corner, and
click Settings. From there, click on Privacy on the left-hand side. This
is where the magic happens.
Under Who can see my stuff, click on Who can see your future posts
to manage your defaults. You can make public to anyone at all, limited
to your friends, or exclude specific friends. You can quarantine your
posts by geography, or by current or previous employers or schools,
or by groups. Just remember that the next time you change it, the new
group becomes the default. So double check every time you post.
This section has other important privacy tools you can fiddle with,
including who can look you up with your email address or phone
number. We'd recommend not listing either in the first place, but if you
do, keep the circle as small as possible. (If you do have to share one
or the other with Facebook for account purposes, you can hide them
by going to your profile page, clicking Contact and Basic Info, then
Edit when you mouse over the email field. From there, click on the
downward arrow with two silhouettes to customize who can see it,
including no one but you.)

But pay special attention to the option to (deep breath) Limit the
audience for posts you’ve shared with friends of friends or public? If
you ever had a public account, taking it private wasn't retroactive. If
you want to hide those previously viewable posts, lock this setting
down.
Timeline and Tagging You can control over what shows up on your
own Facebook timeline. Basically, you can’t stop your friends from
tagging you (sorry!), but you can stop those embarrassing photos from
popping up on your page. At the very least, you should go to Review
posts you’re tagged in before the post appears on your timeline, and
enable that so that you can screen any tags before they land on your
page.
To test out your changes, go to Review what other people see on your
timeline. You can even see how specific people view your page, like
your boss or your ex or complete strangers. It also never hurts to take
stock of you present yourself to the world. (Looking at you, people
who haven't updated your cover photo since the Obama
administration.)
That should about cover your friends. Now onto advertisers, which are
like friends, except they never leave you alone, even if you ask nicely.
Ads
In that same Settings panel, head down to Ads. As you probably
realized, Facebook knows what you do pretty much everywhere
online. So does Google, so do dozens of ad networks you’ve never
heard of. You're being tracked pretty much all the time, by everyone,
thanks to this here internet.
You can still limit how Facebook uses that information, though. Tired
of that lawnmower you looked at following you to Facebook? Turn off

Ads based on my use of websites and apps. Saying no to Ads on apps
and websites off the Facebook companies does the same, except for
all the sites Facebook serves ads to around the web. Which is most of
them.
Lastly, for some fun insight into how advertisers think of you, click on
Your Interests. There you’ll find all the categories Facebook uses to
tailor ads for you. You can remove any you don’t like, and marvel at
the ones that don’t make any sense. This won't make the ads go
away, but it'll at least you can banish all those off-brand kitchen
gadgets from your News Feed.
And you’re good! Or at least, as good as can be expected. It’s still
Facebook, after all.

This Week’s Cyber Alerts:
Alert Issued 4/5/18 Panera Bread Leaked Customer Data on its
Website for Months Despite Warnings
Alert Issued 4/4/18 How to Check iPhone Battery Health in iOS 11.3
Alert Issued 4/3/18 Hackers Take 5 Million Payment Cards from Saks,
Lord & Taylor Stores
Alert Issued 4/2/18 Facebook Starts Fact Checking
Photos:VideosFacebook Starts Fact Checking Photos:Videos
Alert Issued 3/30/18 Security Flaw in Grindr Exposed Locations to
Third-Party Service
Alert Issued 3/29/18 Your Online Identity Sells for $1,170 on the Dark
Web -- Here's How to Block the Sale

Alert Issued 3/28/18 Facebook Logs Every Call and Every Text Users
Make and Receive on Their Phones
Alert Issued 3/28/18 It's Not Just Facebook. Thousands of Companies
are Spying on You
Alert Issued 3/26/18 How On Earth Did Russia Hack Our Energy
Systems?

Thank you for subscribing to our email!

Copyright © 2015-2017 House of File Technologies

