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Mobile Banking Trojans Spread Confusion Worldwide
Consumers around the world that use mobile banking apps are at a greater
risk of being tricked by cybercriminals and falling victim to mobile banking
theft. This is according to new global research from Avast, which asked
almost 40,000 consumers in Spain and eleven other countries around the
world to compare the authenticity of official and counterfeit banking
application interfaces. Globally, 58% of respondents identified the official
mobile banking app interface as fraudulent while 36% mistook the fake
interface for the real one. In Spain, the results were similar at 67% and
27% respectively, compared to 40% and 42% in the U.S. Researchers
detected a number of mobile banking Trojans in recent months – a privacy
and security threat that is on the rise. The banks targeted by cybercriminals
and under the microscope in the survey include Citibank, Wells Fargo,
Santander, HSBC, ING, Chase, Bank of Scotland and Sberbank. Despite
having strict security measures and safeguards in place, the large
customer bases of each bank make them attractive targets for
cybercriminals to develop fake apps that can mimic their official apps. In
November last year, Avast discovered a new strain of the BankBot Trojan
on Google Play targeting consumers’ bank login details. This latest variant
was concealed in supposedly trustworthy flashlight and Solitaire apps.
Once downloaded, the malware would initiate and target the apps of large
blue chip banks. If a user opened the banking application, the malware
would create a fake overlay on top of the genuine app with the goal of
collecting the customer’s banking details and sending them on to the
attacker. The survey also found that consumers across the globe are more

concerned about having money stolen from their checking accounts than
losing a wallet or purse or having their social media accounts hacked and
their personal messages read. Globally, 72% of respondents voiced
financial loss as their primary concern. In Spain, 85% of consumers said
the same and 71% in the U.S. 43% of survey respondents worldwide said
they use mobile banking apps. In both Spain and the U.S., 46% said they
were active users. Of the respondents that don’t bank via smartphone or
tablet, 30% pointed to a lack of security as the leading concern. This
concern was shared by 21% of the respondents in Spain and 36% in the
U.S.

