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26% of Ransomware Attacks Target Business Users
In 2017, ransom ware evolved suddenly into a crisis for enterprises around
the world, leading Kaspersky Lab to name the threat the "key topic" of the
year, according to a new report [https://usa.kaspersky.com/about/press releases/2017_kaspersky - lab - story - of - the - year - 2017] .
Ransomware continues to plague businesses: In 2017, 26% of
ransomware targets were business users -- up from 23% in 2016. This
increase is due in large part to three major, sophisticated attacks:
WannaCry in May, ExPetr in June, and BadRabbit in October. Each of
these attacks leveraged exploits designed to compromise corporate
networks, the report noted. These exploits were leaked online in the spring
by hacker group Shadow Brokers. "The headline attacks of 2017 are an
extreme example of the growing criminal interest in corporate targets. We
spotted this trend in 2016, it has accelerated throughout 2017 and shows
no signs of slowing down," Fedor Sinitsyn, senior malware analyst at
Kaspersky Lab, said in a press release. Some 65% of businesses hit by
ransomware in 2017 said they lost access to a significant amount of data,
or even all of their data, the report found. And sometimes paying the
ransom did not make a difference: One in six of the businesses that paid
never recovered their data. Overall, about 950, 000 unique users were hit
with ransomware in 2017 -- down from about 1.5 million in 2016. This large
discrepancy is primarily due to better detection methodology, rather than a
decrease in attacks, the report noted. There was also a decline in new
families o f ransomware, with 38 families found in 2017, down from 62 in
2016. However, this also corresponded to an increase in modifications to

existing ransomware with more than 96,000 new modifications detected in
2016, compared to 54,000 in 2016. Ransomware atta cks will continue into
2018, Sinitsyn wrote in a Tuesday blog post. Kaspersky Lab predicts that
we will see a rise in cryptocurrency mining or targeted attacks for the
purpose of installing miners, which can result in more money for criminals
over time.

